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Introduction

This documents presents the Interim Deliverable (1.0) of a study, commissioned
by the Ministry of Economic Affairs, to evaluate the impact of AbuseHUB. In
essence, AbuseUB is a clearinghouse for acquiring and processing abuse data
on infected machines [1]. It is the outcome of a public-private initiative and
has a varied and evolving membership. Currently, it consists of 9 Dutch Inter-
net Service Providers (ISPs), SIDN (the .nl registry) and Surfnet (the national
research and education network operator). A key objective of AbuseHUB is to
improve botnet mitigation by its members.

We set out to assess whether this objective is being reached by analyzing
malware infection levels in the networks of AbuseHUB members and compar-
ing them to those of other ISPs, within the Netherlands and in other countries.
Since AbuseHUB members together comprise most of the broadband market
in the Netherlands, it also makes sense to compare how country as a whole has
performed compared to other countries.

This Interim complements the baseline measurement report produced in
December 2013. Differently from the baseline report, and from our 2011 study
into botnet mitigation in the Netherlands [2], this Interim deliverable contains
new data sources we have obtained over the last year.

The document is organized as follows: in Chapter 1, we present the method-
ology used in this research — ISPs, datasets, and mapping between ISPs and
datasets. Then, in Chapter 2, we compare bot presence in Dutch networks
against several other countries. After that, in Chapter 3, we focus solely on the
infections locations in the networks of ISPs, and compare the performance of
Dutch ISPs against other countries. In the same chapter, we explore the im-
pact of having national anti-botnet initiatives in the infection results.Finally, in
Chapter 5, we present the summary of this report.



Chapter 1

Questions and methodology

The basic methodology employed in this report consists of collecting and an-
alyzing Internet measurement data on infected machines. We then interpret
these measurements by connecting them to other variables related to the op-
erators of the networks containing infected machines, such as the country in
which it is located and the number of subscribers. This way we can develop
comparative metrics to determine the performance of Dutch ISPs, members
and non-members of AbuseHUB, to each other and to ISPs in other countries
with regards to botnet mitigation.

For this interim measurement, we evaluate the infection rates of Dutch ISPs
over different times frames, depending on the data source. Three sources cover
the period from January 2011 to December 2014. Other sources cover only
parts of 2014. This interval complements the previous our report on Dutch
ISPs [2] as well as the previous baseline measurement report we have produced
to AbuseHUB, in which we covered data up to 2013.

One issue we could not fully resolve at this stage is the fact that the mem-
bers of AbuseHUB are rather heterogeneous and that we are not yet in a posi-
tion to generate reliable comparative metrics that take into account the differ-
ences in size and nature of the subscriber population when comparing them to
non-members inside and outside the Netherlands. We have chosen an approx-
imation approach, that we outline in the next section.

In the remainder of this chapter, we first present the research questions.
Next, we turn to the Dutch Internet Service Providers and other network oper-
ators that are included in the analysis (Section 1.2). Next, we present in Section
1.3 the infection-related datasets we have analyzed. Last, in Section 1.4, we
explain how the datasets are mapped back to the ISPs covered in Section 1.2.

1.1 Research questions

The main goal of the overall study, to be delivered in December 2015, is to
assess the impact of the AbuseHUB initiative on infection rates in the networks
of Dutch ISPs. To achieve this goal, four questions we articulated:

1. How do member ISPs compare to non-member ISPs?

2. How do member ISPs compare among themselves?



3. Do member ISPs have better data on the presence of bots in their net-
works?

4. What recommendation can be identified to improve botnet mitigation in
the Netherlands?

1.2 AbuseHUB members and Dutch Internet Service
Providers

In this interim report, we focus on the first two questions: How do member
ISPs compare to non-member ISPs? And: How do member ISPs compare
among themselves?

Given that AbuseHUB has ISPs as well as non-ISPs among their member-
ship, there are certain limitations in comparing the members among them-
selves, as well as comparing members with non-members. The number of
infections in a network is, to a significant extent, a function of the size of the
user population in that network, as well as the type of users. To put it crudely,
networks with highly different user populations cannot be meaningfully com-
pared.

For ISPs, we have found that dividing the number of infections by the num-
ber of subscribers gives reliable comparative metrics. This works well for a
subset of the AbuseHUB members. It does not work for all networks served
by AbuseHUB, however. The Autonomous System (AS) of SIDN is basically
a type of corporate network and the machines in the network are owned by
the organization itself. Surfnet is different from all the others also. It receives
abuse data for 16 highly heterogeneous ASes. A similar complication holds for
some ISPs, who are also receiving abuse data for other ASes than the one with
their broadband customers. All of this means that there is no meaningful way
to generate comparative metrics for all 35 ASes covered by AbuseHUB.

We deal with the heterogeneity within AbuseHUB in three ways. First,
we generate comparative metrics for those ASes of AbuseHUB that provided
broadband access, predominantly to consumers. For those ASes, the number
of subscribers that reside in the network is a good basis to take the size of the
network into account. The data on the number of subscribers we got from the
TeleGeography’s GlobalComms database. We disaggregated them further us-
ing data supplied to us by the members of AbuseHub. In short, we compare
oranges to oranges by including a subset (albeit a large subset) of AbuseHUB
Ases. This is continuation of the approach in our earlier reports.

To include the non-broadband access ASes of AbuseHUB in the study, we
have generated additional metrics and units of analysis. These can deal with
the heterogeneity, but at the expense of being less comparable across networks.
There are basically two workarounds. First, we will look at the absolute num-
ber of infections in all ASes of AbuseHUB (raw count or indexed) and we will
look at the Netherlands as a whole. To see whether AbuseHUB has led to a
faster improvement in mitigation compared to ISPs in other countries, we will
analyze the data at the country level. Since AbuseHUB covers a large part of
the Dutch broadband user population, we will take the Netherlands as a whole
as a proxy for AbuseHUB and look at what has happened to infection rates for



ISP ASes > IPv4!
KPN (incl. Telfort) 286,1134,1136,20143,, 8737, | 13,278,748
49562
2
Tele2 15670, 34430, 13127, 20507 | /861,847
Telfort 5615 573440
UPrC 6830 4,087,268%
RoutIT 28685 235,776
SIDN 1140,48283 3,584
SOLCON 12414 145,408
1101, 1102, 1103, 1104, 1124,
SURFnet 1125, 1126, 1128, 1132, 1133, 11,345,152
1139, 1145, 1161, 1837, 1888,
25182
XS4ALL 3265 1,123,328
Ziggo 9143 3,705,088
ZeelandNet 15542 1,751,104
Total AbuseHUB IPs: 38,110,743
Total Dutch IPs [3]: 49,094,701
Ratio AbuseHUB/NL 77.6%

Table 1.1: Evaluated Internet Service Providers

the country as a whole. At that level, we can generate relative metrics by divid-
ing by the number of Internet users in each country. The second workaround is
to used indexed metrics when possible, to see how much the Netherlands has
improved over time compared to other countries. Those results are discussed
in the next chapter.

Table 1.1 presents the ISPs evaluated in this report. This list was obtained
directed with the AbuseHUB. The count of ISP size was performed using BGP
data from Dec, 2013. As can be seen, the AbuseHUB covers 77.6% of the Dutch
IP address space.

1.3 Evaluated botnet infection datasets

As covered in [2], there is currently no authoritative data source to identify
the overall population of infected machines around the world. Commercial
security providers typically use proprietary data and shield their measurement
methods from public scrutiny. This makes it all but impossible to correctly
interpret the figures they report and to assess their validity.

The publicly accessible research in this area relies on two types of data

10Obtained from BGP tables on March 14th, 2014, combining all the ASes of each ISP. We use
Maxmind'’s [4] geolocation databses to filter out IPs employed in The Netherlands.

20nly IPs geo-located to the Netherlands. Tele2 had 1,878,016 allocated.

30nly IPs geo-located to the Netherlands. AS 6830, in fact, had 19,239,936 globally allocated.



sources:

e Data collected external to botnets. This data identifies infected machines
by their telltale behavior, such as sending spam or participating in dis-
tributed denial of service attacks;

e Data collected internal to botnets. Here, infected machines are identified
by intercepting communications within the botnet itself, for example by
infiltrating the command and control infrastructure through which the
infected machines get their instructions.

Each type of source has its own strengths and weaknesses. The first type
typically uses techniques such as honey pots, intrusion detection systems and
spam traps. It has the advantage that it is not limited to machines in a single
botnet, but can identify machines across a wide range of botnets that all partic-
ipate in the same behavior, such as the distribution of spam. The drawback is
that there are potentially issues with false positives. The second type typically
intercepts botnet communications by techniques such as redirecting traffic or
infiltrating IRC channel communication. The advantage of this approach is
accuracy: bots connecting to the command and control server are really in-
fected with the specific type of malware that underlies that specific botnet. The
downside is that measurement only captures infected machines within a single
botnet. Given the fact that the number of botnets is estimated to be in the hun-
dreds [5], such data is probably not representative of the overall population of
infected machines.

Neither type of data sources sees all infected machines, they only see cer-
tain subsets, depending on the specific data source. In general, one could sum-
marize the difference between the first and the second source as a trade-off
between representativity versus accuracy. The first type captures a more rep-
resentative slice of the problem, but will also include false positives. The sec-
ond type accurately identifies infected machines, but only for a specific botnet,
which implies that it cannot paint a representative picture.

Taking these criteria into account, we have obtained the following data
sources, in which we group into two categories: global sources and Dutch
sources (only NL IP addresses). From these sources, only spam is categorized
as “external” to the botnet; all the other ones are internal obtained either via
sinkholes or sandboxes.

1.3.1 Global data sources
Spam trap dataset (Spam)

Spam data are obtained from a spamtrap we have access to — the same source
as used in the baseline report. It might not be fully representative of overall
spamming trends, and also there is no guarantee that the listed spam sources
are indeed originating from botnets, though so far that is still the main platform
for distribution. The more important limitation is that the spam has become
a less important part of the botnet economy, as witnessed in the substantial
drop in overall spam level. The reports of security firms seem to confirm these
overall trends. Symantec reported a significant decrease in the volume of spam
messages, “from highs of 6 trillion messages sent per month to just below 1



trillion” [6] until 2012 (See Figure 4.8). Cisco, TrendMicro and Kaspersky show
that the spam volume since that period has been fluctuating, but staying at
more or less the same level (see [7] and [8]). All of this means that the source is
becoming less representative of overall infection levels.

Shadowserver Sinkhole Conficker data (Conficker)

Established in 2004, the Shadowserver Foundation comprises volunteer secu-
rity professionals that “gathers intelligence on the darker side of the Internet”.
They have created the Conficker working group, which provides reports and
data on “the widespread infection and propagation of Conficker bots” [9].

Several members of the working group run sinkholes that continuously log
the IP addresses of Conficker bots. The sinkholes work in this fashion: com-
puters infected with Conficker frequently attempt to connect to command and
control servers to receive new payloads (i.e., instructions). In order to pro-
tect the botnet from being shut down, Conficker attempts to connect to differ-
ent C&C domains every day. The working group has succeeded in registering
some of these domain names and logging all connections made to them. Since
these domains do not host any content, all these connections are initiated by
bots. Therefore, we can reliably identify the IP addresses of the Conficker bots.

The Conficker dataset is unique in several ways. First of all, unlike the other
two datasets, it is not a small sample of a much larger population, but rather
captures the universe of its kin. This is because of the way the bot works —
most of them will eventually contact one of the sinkholes. Second, this dataset
is basically free from false positives, as, apart from bots, no other machine con-
tacts the sinkholes. These features make the dataset more reliable than the
spam or DShield datasets. The difference, however, is that the dataset is only
indicative of the patterns applicable to one specific botnet, namely Conficker.
Although Conficker has managed to replicate very successfully, with around
several million active bots at any given moment, it has not been used for any
large-scale malicious purposes — or at least no such uses have been detected
yet. This means ISPs and other market players may have less powerful incen-
tives to mitigate these infections, different from spam bots, for example. These
differences make the Conficker dataset complementary to the two other sets.

Overall, the Conficker dataset adds a fresh, robust and complimentary per-
spective to our other two datasets and brings more insight into the population
of infected machines worldwide.

Zeus Gameover Botnet (Peer and Proxy)

Zeus botnet started making headlines in 2007, as a credential stealing bot-
net. The first version of Zeus was based on centralized command and control
(C&C) servers. The botnet was studied by various security researchers and
multiple versions were also tracked [10, 11, 12, 13].

In recent years Zeus has transformed, into more robust and fault tolerant
peer-to-peer (P2P) botnet, known as P2P Zues or Gameover. The botnet sup-
ports several features including RC4 encryption, multiple peers to communi-
cate stolen information, anti-poising and auto blacklist. It also can be divided
into sub-botnet, based on BotIDs , where each sub-botnet can be used to carry-
out diverse task controlled by different botmasters.
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The botnet is divided into three sub-layers, which provide following func-
tionality.

e Zeus P2P Layer (Peer): This is the bottom most layer and contains in-
formation of infected machines. Bots in P2P layer exchange peer list with
each other in order to maintain updated information about compromised
machines.

e Zeus Proxy Layer (Proxy) : A subset of bots from P2P layer are assigned
the status of proxy bots. This is done manually by the botmaster by send-
ing proxy announcement message. Proxy bots are used by Peer-to-peer
layer bots to fetch new commands and drop stolen information.

e Domain Generation Algorithm Layer: DGA layer provides fall backup
mechanism, if a bot cannot reach any of its peers, or the bot cannot fetch
updates for a week. Zeus algorithm generates 1000 unique domain names
per week. Bots which lose connection with all connected peers search
trough these domains until they connect to live domain.

More details about architecture and functioning of the botnet can be found
in literature [14, 15].

This dataset is sub-divided into three feeds, GameOver Peer, GameOver
Proxy and GameOver DGA. The botnet is spread in around 212 countries with
on average 95K unique IP addresses per day. Hence it is gives us insight of
botnet infection level at global level, and compare various countries and ISPs.

ZeroAccess

ZeroAccess is a Trojan horse, which uses a rootkit to hide itself on Microsoft
Windows Operating Systems. The botnet is used to download more malware
and open backdoor for botmaster to carry out various attacks including click
fraud and bitcoin mining.

The botnet is propagated and updated through various channels including
compromised website redirecting traffic and dropping rootkit at potential host
or updating the already compromised host through P2P network.

ZeroAccess also provide global view with bots in around 220 countries with
an average of about 12K unique IP addresses per day.

Morto

Morto is a worm that exploits the Remote Desktop Protocol (RDP) on Windows
machines to compromise its victims. It uses a dictionary attack for passwords
to connect as Windows Administrator over RDP with vulnerable machines in
the network. After successfully finding a vulnerable machine, it executes a
dropper and installs the payload.

We have a time series data of Morto for past 4 years with an average of 5k
daily unique IP addresses distributed globally. This is relatively small, but it
complements our other data sources by providing a longitudinal perspective.
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1.3.2 Netherlands-only data sources

In addition to the global feeds, we have obtained access from Shadowsever
Foundation to botnet data pertaining only to the Netherlands.

Shadowserver’s bot feed

Shadowserver collects list of infected machines by monitoring IRC Command
and Controls, IP connections to HTTP botnets, or IP’s of Spam relay [16]. This
Report contains comprehensive list of IP addresses in The Netherlands of com-
promised machines which are infected with different malware or botnets.

This datasource enable us to compare ISPs within The Netherlands and also
AbuseHUB members with non-members.

Shadowserver’s Microsoft Sinkhole

Microsoft shares with Shadowserver Foundation data from botnet sinkholes®.
We have also obtained this data for IP addresses located in the Netherlands.

1.4 Mapping offending IP addresses to Dutch ISPs

For each unique IP address that was logged in one of our data sources, we
looked up the Autonomous System Number (ASN) and the country where it
was located. The ASN is relevant, because it allows us to identify what entity
connects the IP address to the wider Internet — and whether that entity is an
ISP or not.

However, there are some ISPs in Table 1.1 that operate in various countries
across Europe. We employ IP-geolocation databases [17] from Maxmind [4]
to single out IP addresses used in The Netherlands from the other European
countries when classifying the attacking IP addresses from each ISPs.

As both ASN and geolP information change over time, we used historical
records to establish the origin for the specific moment in time when an IP ad-
dress was logged in one of our data sources (e.g., the moment when a spam
message was received or network attack was detected). This effort resulted in
time series for all the variables in the datasets, both at an ASN level and at a
country level. The different variables are useful to balance some of the short-
comings of each — a point to which we will return in a moment.

We then set out to identify which of the ASNs from which botnet IP data
belonged to ISPs. To the best of our knowledge, there is no existing database
that maps ASNs onto ISPs. This is not surprising. Estimates of the number
of ISPs vary from around 4,000 — based on the number of ASNs that provide
transit services — to as many as 100,000 companies that self-identify as ISPs —
many of whom are virtual ISPs or resellers of other ISPs’ capacity.

So we adopted a variety of strategies to connect ASNs to ISPs. First, we
used historical market data on ISPs — wireline, wireless and broadband — from
TeleGeography’s GlobalComms database 2013 [18] . We extracted the data on
all ISPs in the database listed as operating in a set of 40 countries, namely

*https://wuw.shadowserver.org/wiki/pmwiki.php/Services/Microsoft-Sinkhole
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all 34 members of the Organization for Economic Co-operation and Develop-
ment (OECD), plus one “accession candidate” and five so-called “enhanced-
engagement” countries.

The process of mapping ASNs to ISPs was done manually. First, using
the GeolP data, we could identify which ASNs were located in each of the
40 countries. ASNs with one percent of their IP addresses mapped to one of
the 40 countries were included in our analysis. For each of these countries, we
listed all ASNs that were above a threshold of 0.5 percent of total spam volume
for that country.

We used historical WHOIS records to lookup the name of the entity that ad-
ministers each ASN in a country. We then consulted a variety of sources — such
as industry reports, market analyses and news media — to see which, if any, of
the ISPs in the country it matches. In many cases, the mapping was straight-
forward. In other cases, additional information was needed — for example, in
case of ASNs named after an ISP that had since been acquired by another ISP.
In those cases, we mapped the ASN to its current parent company.

It is important to notice that ISP change their AS size over time (mergers,
selling /buying blocks). To cope with this, we use historical BGP data and pro-
duce our metrics matching the timestamp of the botnet data with the BGP ta-
bles of the respective period.

1.5 Compensating for Known Limitations in Inter-
net Measurements

Our approach allows us to robustly estimate the relative degree in which ISP
networks harbor infected machines. It has certain limitations, however, that
need to be compensated for. The effects of three technical issues need to be
taken into account when interpreting the data: the use of Network Address
Translation (NAT), the use of dynamic IP addresses with short lease times. The
key issue is to understand how these technical practices affect the number of
machines that are represented by a single unique IP address.

NAT means sharing a single IP address among a number of machines.
Home broadband routers often use NAT, as do certain other networks. This
potentially underrepresents the number of infected machines, as multiple ma-
chines show up as a single address. Dynamic IP addresses with short lease
times imply that a single machine will be assigned multiple IP addresses over
time. This means a single infected machine can show up under multiple IP ad-
dresses. As such, it over-represents the number of infected machines. Both of
these practices counteract each other, to some extent. This limits the bias each
of them introduces in the data, but this does not happen in a consistent way
across different networks.

This is a classic problem in the field of Internet measurement: how many
machines are represented by a single IP address? Ideally, one IP address would
indicate one machine. But reality is more complicated. Over an extended time
period, a single address sometimes indicates less than one machine, sometimes
more than one. This varies across ISPs and countries. Earlier research by Stone-
Gross et al. [19] has demonstrated that in different countries, there are differ-
ent ratios of unique IP addresses to infected machines — referred to as “DHCP

13



churn rates” .

In this report, to control for the bias caused by churn rates, we use shorter
time scales when counting the number of unique IP addresses in a network,
for all the datasets.

On shorter time scales, the potential impact of churn is very limited. Earlier
research found that churn starts to affect the accuracy of IP addresses as a proxy
for machines on timescales longer than 24 hours. 12 We therefore worked with
a time period of 24 hours. All our comparative analyses are based on the daily
average number of IP addresses from an ISP network. This compensates for
churn, but has a downside: in these estimates, the number of infected machines
may be now grossly undercounted, depending on the prefix, AS and/or ISP
evaluated.

While the number of bots measured in a 24 hour period is the most reliable
for comparisons across networks, it cannot indicate the actual infection rate of
a network in absolute terms. For absolute estimates — in other words, of the
actual number of infected machines — we use larger time periods, depending
on the situation: months, quarters or even the whole 18-month measurement
period. For sources we have checked both the daily average number of unique
IP addresses, and the total number of unique IP addresses for that particular
metric. That way, we can compensate for the various measurement issues. Pat-
terns that hold across these different measurements can be said to be robust
and valid. These measurement issues are revisited in more detail in each sec-
tion of the findings chapter.

The result of this approach is time series data on the number and the lo-
cation of infected machines across countries and ISPs. We have paid special
attention to whether these machines are located in the networks of the main
ISPs in the wider OECD.

1.5.1 Actively Measuring DHCP churn

Currently, our team at TU Delft is working on producing an active-measurement
based approach that are able to capture, for each ISP/AS and network block,
their respective DHCP churn rates.

We present in [20] the first attempt towards estimating ISP and Internet-
wide DHCP churn rates, in order to better understand the relation between IP
addresses and hosts, as well as allow us to correct data relying on IP addresses
as a surrogate metric. We proposed an scalable active measurement method-
ology and then validate it using ground truth data from a medium-sized ISP.
Next, we built a statistical model to estimate DHCP churn rates and validate
against the ground truth data of the same ISP, estimating correctly 72.3% of
DHCP churn rates. Finally, we apply our measurement methodology to four
major ISPs, triangulate the results to another Internet census, and discuss the
next steps to more precisely estimate DHCP churn rates.

The next steps in this research is to measure large scale ISPs and their dy-
namics over time. We hope to be able to produce DHCP-churn normalized
metrics for the final version of this report.

14



Chapter 2

The Netherlands compared
against other countries

In this chapter, we use our global data sources (Section 1.3) to rank the Nether-
lands against all other countries, and, more specifically, against a selected set
of countries which we considered relevant reference points (Germany, Great
Britain, France, Finland, Italy, Spain, United States and Japan).

The aim of this chapter is two answer the following questions:

e How does the Netherlands rank against other countries?
e Is the Netherlands improving over time, compared to other countries?

The idea is that if the ranking of the Netherlands has improved, this sug-
gests a positive impact of AbuseHUB (see Section 1.1 for details on why we use
country-level comparisons to study the impact).

To answer the questions, we compute the daily number of unique IP ad-
dresses from each global data feeds we have obtained, and aggregate it into
quarters or weeks, depending on the time span of the data.

In Section 2.1, we analyze the average performance of the Netherlands,
compared to other countries, also taking into account the number of Internet
users. In Section 2.2, we present an analysis on the evolution over time of per-
formance of the Netherlands against other countries, taking into account their
respective time series.

2.1 Country ranking

Table 2.1 shows the average number of daily unique IP addresses for each
global feed we have analyzed, for both top 10 countries with the highest num-
ber and for the countries of interest we have mentioned before. Analyzing this
table, we can see that the Netherlands only has a modest share of the overall
problem. Its high rank number (column #), indicating there are many countries
with more infected machines.

The ranking of the Netherlands varies from 36th to 132nd, for the sources
we have analyzed. This numbers, however, does not account for the differ-
ent number of Internet users in each countries, which create unfair compari-
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son conditions (e.g., the US has a population ~ 19 times of the Netherlands).
To compensate for this, we have produced a ranking in which the number of
unique IP addresses seen in the infection data is normalized by the Internet
user population of the country, obtained from the World Bank [21]. These re-
sults can be seen in Table 2.2.

In terms of it relatively infection rate, so taking the number of Internet users
into account, we can see that the Netherlands does quite well. It consistently
ranks above 140, meaning there are 140 countries with higher infection rates
per user. When compared to a subset of interesting countries, we can con-
clude that the Netherlands performs above average. It is among the least in-
fected countries in that group. Only for spam, does the Netherlands perform
mediocre.

Our global feeds allow to state that the Netherlands, on average, ranks quite
well in the world, also in comparison to countries that are relevant points of
reference and that care about botnet mitigation. We can also see, however, that
Finland still outperforms the Netherlands. It has adopted effective mitigation
practices before anyone else and has been a consistent top performer.

2.2 Country performance over time

So the Netherlands ranks quite well in the world and among countries that
care about botnet mitigation. The question is to what extent we can credit
AbuseHUB with the result. In other words, to what extent did AbuseHUB
reinforce the practices of ISPs and make them more effective?

Such questions of causality are difficult to answer under the best of circum-
stances. However, we might gain some clues as to the impact by looking at
the development over time. Since AbuseHUB was not fully operational in the
early part of our measurements, we might gauge its impact from how infection
rates developed since 2011.

Was the Netherlands already ranked well in 2011 or did it improve? Ta-
ble 2.3 shows the evolution of the ranking of the countries of interest for the
global feeds, broken into years.

First and foremost, we can observe that most of the reference countries have
improved over time, with a few exceptions. Some have improved more, others
less than the Netherlands.

We have also looked at the speed of clean-up across the reference coun-
tries. Figures 2.1-2.5 shows the time series of daily unique IP addresses for the
Netherlands and chosen countries. These figures show that (i) the Netherlands
infection rates are relatively low in comparison with the compared countries,
as also shown in Tables 2.1 and 2.2. From these graphs, it is hard to judge
whether there has been an acceleration in clean-up in the Netherlands.

To get a better sense of the relative speed of clean up, we have generated
indexed time series. Figures 2.7 — 2.9 show the infection rates of the reference
countries all index at 1 at start of the measurement period — i.e., we have di-
vided all daily averages by the first daily average of the first measurement. We
only performed this for the data sources that span more than one year (Morto,
spam, and Conficker). In this way, all countries start with a value equal to 1
and their variation shows the percentage of infections that have increased or
reduced.
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CC Conficker Morto Spam

2011 | 2012 | 2013 | 2014 | 2011 | 2012 | 2013 | 2014 | 2011 | 2012 | 2013 | 2014

NL | 176 183 196 195 68 75 94 76 108 179 156 144

DE 91 105 124 144 31 56 62 80 158 144 115 148

GB | 126 135 145 149 64 76 97 115 146 152 133 136

FR 113 128 134 142 115 121 128 133 163 193 162 173

FI 209 214 217 219 141 151 149 143 199 205 206 213

IT 13 22 22 27 103 155 111 111 103 124 60 100

ES 31 34 23 37 57 59 70 70 129 53 39 114

us 150 154 161 162 79 93 93 99 178 164 136 92

JP 138 134 139 152 132 53 157 152 184 157 165 156

Table 2.3: Countries Yearly Ranking (normalized by each countries” Internet
Users numbers)

As can be seen, the curves for the Netherlands indicate slightly faster clean
up for spam and Conficker, though nothing dramatically different from the
other reference countries. We should add that in many of these countries,
there have also been anti-botnet efforts. In that sense, we should not expect
the Netherlands to be dramatically different.

In sum, the evidence is inconclusive. We will be able bring more data to
this issue for the final deliverable by analyzing the feeds obtained throughout
2015.

2.3 Main findings

In this chapter, we have presented the evidence that the Netherlands is doing
relatively well in terms of botnet mitigation, compared to the rest of the world.
Also among a set of reference countries, the Netherlands performs above av-
erage. It is unclear from the available evidence whether AbuseHUB has ac-
celerated the process of mitigation by ISPs. It might have, but most reference
countries have followed suit. We hope that an additional year of measurements
will provide more clarity.
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Chapter 3

Dutch ISPs and ABIs efficacy

In Chapter 2, we presented an analysis of the performance of botnet infections
in the Netherlands in comparison to other countries. The approached means
that for each country we include all infected machines with an IP addresses
that geolocates to that country, irrespective of what network it is.

In this chapter, however, we only analyze a subset of the infected IP ad-
dresses: only those that belong to ISPs. We exclude national research net-
works (NRENS), hosting providers, government networks, and all non-ISPs
addresses, following the methodology described in Section 1.4.

We investigate two research questions:

e How do Dutch ISPs rank in comparison to ISPs in other countries. It’s
important to emphasize that our ISP mappings cover 60 countries, so not
the whole world.

e How does the Netherlands compare against countries with an anti-botnet
initiative (ABI) similar to AbuseHUB and against countries without an
ABI?

We cover the first research question in Section 3.1 and the second in Sec-
tion 3.2. Finally, in Section 3.3, we present the main findings of this chapter.

3.1 Countries’s ISP rankings

Table 3.1 shows the average number of daily unique IP addresses for each
global abuse feed we have analyzed, for both top 10 countries with the highest
number and for the countries of interest we have mentioned before. This table
can be seen as a subset of Table 2.1, since it only lists IP addresses associated to
Autonomous Systems belonging to ISPs in these countries.

Analyzing this table, we can see that the Netherlands only has a modest
share of the overall problem. Its high rank number indicates there are many
countries with more infected machines (see column #; rank 1 means the highest
observed infection rate, rank 60 the lowest). The ranking of the Netherlands
varies from 32nd to 60th, for the sources we have evaluated.
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These numbers, while informative about the absolute size of the problem,
cannot be compared across countries. Larger countries have more Internet sub-
scribers and that is an important driver of the number of infections. To com-
pensate for these differences, we count the number of infections for the ISPs
of each country and normalize it by the total number of Internet subscribers of
those ISPs. The subscriber data was obtained from the Telegeography Global-
Comms database [18]. These results can be seen in Table 3.2. When compared
to a subset of reference countries, we can conclude that the Dutch ISPs per-
forms above average. It is among the least infected countries in that group.

Our global feeds allow to state that the Dutch ISPs, on average, rank quite
well in the world, also in comparison to countries that are relevant points of
reference and that care about botnet mitigation.

3.2 Anti-botnet initiative countries

For the second research question presented in the introduction of this report,

we explored how countries with a national Anti-Botnet Initiative (ABI) per-

formed in comparison to each other and to countries without such an initiative.
We classify each country into one of the three following categories:

e Mature ABI: countries that have ABIs initiatives for longer periods of
time.

e New ABI: countries that have only recently started a national ABI.

e No ABI: a selected group of countries without an ABI, but otherwise
more or less comparable to the other groups.

Table 3.3 shows which countries we have grouped into the three categories
accordingly to the presence and status of their national ABIs.

Figures 3.1-3.6 show the scatter plots of countries ISPs” and their respec-
tive number of subscribers (summed for all mapped ISPs for each country)
and daily unique IP addresses (daily average), for the global data sources we
have evaluated. For example, for The Netherlands (NL), we have summed
the average number of IPS for the mapped ISPs and divided by their sum of
subscribers.

Analyzing these figures, we can observe that Dutch ISPs (marked with 'x")
perform well in comparison to other ISPs. Also, it is clear that countries with
mature ABIs, such as the Netherlands, tend to have lower infection rates per
subscriber than members of the other groups, for most of the sources. How-
ever, these figures also clearly show that there is a lot of variance in each group.
Some ISPs in countries without an ABI have lower infection rates that some
ISPs in countries with a mature ABI, for example. In other words, the presence
of an ABI does not dictate ISP performance in botnet mitigation. Some ISPs
will still perform poorly, while other ISPs do well in the absence of a national
initiative.

Tables 3.4 through 3.9 show the average ranking of each group among the
60 countries — in other words, we averaged the rank numbers of the countries
in each group to get a sense of the overall position of the group.
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Group Country Codes
Mature ABI AU, DE, IE, JP, KR, FI
Recent ABI | BE, ES, HR, RO, IT, FR, PT, US

No ABI UK, NO, CZ,NZ, HK, LU

Table 3.3: ABI countries group

Group 2009 | 2010 | 2011 | 2012 | 2013 | 2014
Non ABI 46 48 47 46 46 45
New ABI 34 35 34 31 31 30

Matured ABI | 44 46 46 45 45 46
NL 59 58 58 58 59 59

Table 3.4: Comparison rankings for Conficker

We can see that countries with a mature ABI rank better than those with a
recent or no ABI. This holds across all sources except for the GameOver Zeus
feeds. Furthermore, we can also see that the Netherlands ranks substantially
better than the other groups, even than the other countries with a mature ABIL.

As for improvements over time, the findings are less clear. The dominant
pattern is that the groups are quite stable. In some sources, the mature ABI
countries improve, in others they are stable or getting slightly worse. For the
Netherlands, the ranking remains stable, but that is to some extent to be ex-
pected, since it started already among the highest ranks. Only in terms of
spam, did we witness a significant improvement over the period when Dutch
ISPs increased their efforts and launched AbuseHUB.

3.3 Main Findings

The main finding presented in this chapter is that, in general, Dutch ISPs per-
form substantially well compared to ISPs from 60 other countries. Moreover,
we can also see clearly in our results that the presence of mature Anti-botnet
initiatives (ABIs) correlates with lower infection rates per subscribers. How-
ever, the lack of an ABI or having a relatively recent ABI does not imply nec-
essarily better of worse performance at the level of the individual ISP. There is
a lot of variance at that level that is sometimes larger than the variance among
countries. With or without a mature ABI, some ISPs do well, others do worse.
In the end, ABIs seem to nudge company policies in the right direction, but
they do not dictate it.
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Group 2014
Non ABI 39
New ABI 37

Matured ABI | 34
NL 58

Table 3.5: Comparison rankings for GameOverPeer

Group 2014
Non ABI 43
New ABI 38

Matured ABI | 37
NL 60

Table 3.6: Comparison rankings for GameOver Proxy

Group 2011 | 2012 | 2013 | 2014
Non ABI 33 31 32 23
New ABI 36 38 37 36

Matured ABI | 39 38 44 43
NL 57 56 57 53

Table 3.7: Comparison rankings for Morto

Group 2011 | 2012 | 2013 | 2014
Non ABI 40 39 35 40
New ABI 37 36 33 37

Matured ABI | 45 44 44 42
NL 44 56 58 55

Table 3.8: Comparison rankings for Spam

Group 2014
Non ABI 40
New ABI 28

Matured ABI | 44
NL 54

Table 3.9: Comparison rankings for ZeroAccess
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Chapter 4

AbuseHUB members
compared against
non-members

In this chapter, we take a deeper look into the infections within the Nether-
lands. In our 2011 study, we found that the bulk of all infections were located
in the networks of the main broadband providers — around 80 percent, to be
precise. In the baseline report of December 2013, we found that this distri-
bution had changed. It was unclear how these finding should be interpreted,
since it was based on few data sources.

The broader set of data sources we now have available, allows us to revisit
this issue. In addition to the global sources we have analyzed in the previ-
ous chapter, we also include two NL-only data feeds we have obtained, as
described in Section 1.3.

We explore the distribution of infections in the Netherlands across Abuse-
HUB members versus non-members. The list of ASes belonging to the first
group is provided in Table 1.1. The non-members comprise all other ASes that
geo-locate to the Netherlands, which are too many to list here in full.

It is important to emphasize that we expect the majority of infections to be lo-
cated in the networks of AbuseHUB members, for two reasons. First, Abuse HUB
members cover 77.6% of the Dutch IP address space.Secondly, the majority
of infected computers are typically home users’ machines, which are concen-
trated in the networks of ISPs and thus in AbuseHUB networks, since its mem-
bers cover the vast majority of the Dutch retail market. If most of infections
are indeed located in the networks of AbuseHUB members, that does no im-
ply that the members are worse than non-members: it simply implies that they
cover most of vulnerable population.

We will look at the most relevant ASes per source. The idea is to determine:

e How infections are distributed over AbuseHUB members versus non-
members;

e How this distribution changes over time.

The rest of this chapter is organized as follows: Section 4.1 discusses the
daily averages of infection for members and non-members. In Section 4.2, we
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GameOver Peer | GameOver Proxy Conficker Morto

Member 32.69 35.33 826.16 8.59
Non-member 19.03 23.56 427.75 10.50
ZeroAccess Shadowserver Bot | Shadowserver MS | Spam
Member 31.14 2786.55 276.93 344.97
Non-member 28.16 1770.10 179.46 339.50

Table 4.1: AbuseHUB members x non-members —average of daily IP addresses

present an analysis on the distribution across of members and non-members
over time. Then, in Section 4.3, we explore which non-members ASes con-
tribute the most infections in each data source. Finally, Section 4.4 presents a
summary of the main findings.

4.1 Infections in member versus non-member net-
works

Table 4.1 shows the average daily number of unique IP addresses per group,
covering the whole period for which each data source is available. As expected,
AbuseHUB members are still responsible for the most of infected IP addresses —
which exception of Morto botnet. We analyze in more detail in which member
networks these bots are located in Chapter ??.

The difference among members and non-members are not negligible. In
average, across all sources, we observed an average of 6,456 daily IP addresses:
members are responsible for 61% of those, while 39% is in non-members ASes.
In light of the fact that AbuseHUB members are responsible for 77.6% of the
pool of addresses, this distribution is remarkable.

Furthermore, the fraction located within AbuseHUB members is going down
over time. The pattern confirms the shift we observed in the observed in the
baseline report: compared to 2010, a growing proportion of the infections re-
side in the networks of non-members. This means that AbuseHUB members
are improving faster than non-members.

4.2 Distribution over time

Figures 4.1 to 4.7 show the temporal behavior of Abuse HUB Members x non-
members. Notice that the time period during which we track the distribution
is different for each data source, depending on its availability.

The dominant pattern across the different sources is that AbuseHUB mem-
bers improve over time, while non-members are relatively static. This fits with
the finding that non-members make up a larger portion of the problem than
earlier studies observed.

The shifting distribution implies that non-member ASes become increas-
ingly important in botnet mitigation in the Netherlands. To some extent, this
finding is surprising. Since most infections occur in end user devices, we
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would expect that broadband providers would harbor most infection. Abuse-
HUB members cover most of the broadband market in the Netherlands, but its
portion of the botnet problem is decreasing. This begs the question: what non-
member networks contribute the most infections? We explore this question in
the next section.
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4.3 Most infected non-member networks

In the previous section we have shown that the number of infected IP addresses
in AbuseHUB non-members ISPs corresponds to 39% of the total observed in
the Netherlands. In this section, we present, for each data source, which ASes
contribute the most to that infected population, based on the observed daily
average number of infections.

Tables 4.2 — 4.6 show the results for each data source. Not all AS names
may be familiar to the reader. Across all tables, two main groups of networks
dominate: smaller broadband providers that are not members of AbuseHUB
(Online, CAIW) and hosting providers.

The latter is a bit puzzling. For some sources, most notably spam, we know
that hosting infrastructure is being used. However, we do know why hosting
equipment would show up in botnet sinkholes, since the malware on which
the botnet is based only infects Windows end user machines (home or busi-
ness). We can speculatively suggest two explanations. First, hosting providers
are not know as access providers, but they may nevertheless offer access ser-
vices, bundled with their hosting services. Second, some of these infections
may reside in hosted Virtual Machines running Windows. Further analysis is
needed to clarify this situation.
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4.4 Main findings

Across the different data sources, we can observe that the majority of the in-
fected machines reside in AbuseHUB member networks. This was expected,
as the members cover the bulk of all the Dutch IP addresses and of the retail
market, in which bots tend to be concentrated. When compared over time,
however, we see that the proportion of the infected population in AbuseHUB
members is going down. Infections in member networks are diminishing faster
than in non-members.

A substantial portion of the botnet problem (on average, 37 percent) re-
sides in non-member networks, most notably smaller broadband providers
and hosting providers. Some data sources suggest this portion is growing. All
of this suggests that the impact of AbuseHUB can increase by recruiting mem-
bers among the remaining broadband providers and larger hosting providers
- or, to put it differently, that these parties can benefit from joining AbuseHUB
in dealing with their botnet problem.

AS Daily IPs AS Name

8075 5 Microsoft Corporation,US

29396 2.69048 UNET Unet Network, The Netherlands,NL
34311 1.8 LG-AS LG CNS Europe B.V,NL
30925 1.70732 SPEEDXS-AS CBizz B.V.,,NL

12469 1.58333 INFONET-NETHERLAND KPN B.V. NL
60781 1.5 LEASEWEB-NL LeaseWeb B.V.,NL
5390 1.39394 EURONET Online Breedband B.V.NL
8426 1.32353 CLARANET-AS ClaraNET LTD,GB
5400 1.30435 BT British Telecommunications ple,GB

Table 4.2: GameOver Peer — Top 10 Non-members

AS Daily IPs AS Name
49544 | 3.14286 INTERACTIVE3D i3d B.V.,NL
30925 | 1.80952 SPEEDXS-AS CBizz B.V.,NL

29396 1.7619 UNET Unet Network, The Netherlands,NL
43350 1.62069 NFORCE NFOrce Entertainment BV,NL

34311 1.51613 LG-AS LG CNS Europe B.VNL
60781 1.5 LEASEWEB-NL LeaseWeb B.V,,NL
32475 15 SINGLEHOP-INC - SingleHop,US
39309 1.3871 EDUTEL-AS Edutel B.V,,NL
51430 1.33333 ALTUSHOST-NET AltusHost B.V.,,NL
8426 1.32353 CLARANET-AS ClaraNET LTD,GB

Table 4.3: GameOver Proxy — Top 10 Non-members
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AS Daily IPs AS Name
5390 198.807 EURONET Online Breedband B.V. NL
16265 145.114 LEASEWEB-NETWORK LeaseWeb B.V.,,NL
26496 77.2273 AS-26496-GO-DADDY-COM-LLC - GoDaddy.com, LLC,US
15435 72.0795 KABELFOON CAIW Diensten B.V.,NL
200130 66.0795 DIGITALOCEAN-ASN-1 Digital Ocean, Inc.,EU
21155 65.4943 ASN-PROSERVE ProServe B.V.,NL
20857 56.8046 TRANSIP-AS TransIP B.V.,NL
43350 50.7614 NFORCE NFOrce Entertainment BV,NL
34233 42.7857 SUPERIOR-AS Superior B.V.,NL
36351 42,1818 SOFTLAYER - SoftLayer Technologies Inc.,US
12871 41.2273 NL-CONCEPTS KPN B.V.,NL
Table 4.4: ShadowServer Botnet Top 10 Non-members
AS Daily IPs AS Name
5390 35.2278 EURONET Online Breedband B.V.,NL
43350 35 NFORCE NFOrce Entertainment BV,NL
57043 16.2051 HOSTKEY-AS HOSTKEY B.V.,NL
16265 9.2987 LEASEWEB-NETWORK LeaseWeb B.V.,NL
15435 7.49367 KABELFOON CAIW Diensten B.V.,NL
60781 5.66667 LEASEWEB-NL LeaseWeb B.V.,NL
12871 5.21519 NL-CONCEPTS KPN B.V,NL
29396 4.05128 UNET Unet Network, The Netherlands,NL
0 3.98815 a placeholder for non-routed networks -Reserved AS-,ZZ
28878 3.97436 SIGNET-AS Signet B.V.,NL
Table 4.5: ShadowServer Microsoft — Top 10 Non-members

AS Daily IPs AS Name

32748 8.11111 STEADEFAST - Steadfast Networks,US
49981 4.34981 WORLDSTREAM WorldStream,NL
16265 3.77097 LEASEWEB-NETWORK LeaseWeb B.V.,NL
57043 3.04959 HOSTKEY-AS HOSTKEY B.V.,NL
16276 2.93478 OVH OVH SAS,FR

25074 2.90909 INETBONE-AS PlusServer AG,DE
35017 2.57303 SWIFTWAY-AS Swiftway Sp. z 0.0.,GB
29073 2.39316 ECATEL-AS AS29073, Ecatel Network,NL
42267 2.28395 SHIRYO-AS Shiryo Networks B.V,,NL
50673 2.24786 SERVERIUS-AS Serverius Holding B.V.,NL

Table 4.6: Morto — Top 10 Non-members
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AS Daily IPs AS Name

16265 52.0118 LEASEWEB-NETWORK LeaseWeb B.V.,NL
21155 14.5569 ASN-PROSERVE ProServe B.V.,,NL

24875 11.2612 NL-ISPSERVICES Avira B.V.,NL

16131 9.87811 GRAFIX-IS Voiceworks BV,NL

25525 9.49055 REASONNET-AS Reasonnet IP Networks B.V.,NL
12573 9.22644 WIDEXS WideXS B.V.,NL

15703 9.10425 TRUESERVER-AS TrueServer BV AS number,NL
25459 8.38634 NEDZONE-AS NedZone Internet BV,NL
15879 8.24778 ASN-IS IS Group B.V.,NL

20857 791717 TRANSIP-AS TransIP B.V.,NL

Table 4.7: Spam — Top 10 Non-members
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Chapter 5

Interim conclusions

This interim deliverable provides a preliminary assessment of the impact of
the AbuseHUB initiative in reducing the presence of infected computers in the
networks of Dutch ISPs. Several key findings can be taken from this report:

e The Netherlands as a whole performs above average in botnet mitigation,
not just compared to the rest of the world, but also compared to a set of
reference countries (Germany, Great Britain, France, Finland, Italy, Spain,
United States and Japan);

e Dutch ISPs (a subset of all networks in the Netherlands) perform above
average in comparison with ISPs of other countries.

e More noteworthy is the fact that the Dutch ISPs perform above average
compared to ISPs in countries with a similar mature national Anti-Botnet
Initiative (ABI);

e The presence of a mature ABI in a country correlates with lower infec-
tion rates per subscriber. There is a lot of variance among ISPs, however.
Many ISPs in countries without ABIs are also performing well, while
some ISPs in countries with an ABI perform below average. In the end,
ABIs seem to nudge company policies in the right direction, but they do
not dictate it.

e The evidence is, so far, inconclusive whether the operational launch of
AbuseHUB has accelerated mitigation. In the worldwide ranking of all
infected sources in each country, the Netherlands has improved between
2011 and 2014, but so have the rankings of the reference countries. When
we compare only the ISP networks in 60 countries, a more precise com-
parison, we find that the Netherlands is already at the top of the ranking
in the sources that go back to 2011. That makes it very difficult to see any
effect of AbuseHUB, since the rank can not really get substantially better.
We do see an improvement in dealing with infected machines sending
spam, but the other rankings are stable over time. Our preliminary inter-
pretation of this finding is that the process of improved mitigation was
already underway and is now supported by AbuseHUB. AbuseHUB is
not the start of that process.
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e Within the Netherlands, AbuseHUB members still harbor the majority of
botnet infections. This is expected as they cover 77.6% of the entire Dutch
IPv4 address space, and the bulk of the most vulnerable population: retail
users. That being said, the distribution has been shifting towards non-
members. The latter have contributed, on average, 39% of the infections.
Members appear to have improved faster than non-members;

e The most infected non-members are smaller ISPs that have not (yet) joined
AbuseHUB and hosting providers. These operators may benefit from
connecting with AbuseHUB and vice versa.
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