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Subparagraph 2 immediately below takes effect July 1, 2018 

2) text messages of Internet users, voice information, images, 
sounds, video, other electronic messages of Internet users up to six months 
from the end of their reception, transmission, delivery and/or processing. 
The procedure, terms and volume of storage of information specified in this 
subparagraph shall be established by the Government of the Russian 
Federation.
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[An amendment effective January 1, 2018, changed the words “Point 3” above 
to “Part 3”.] 
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presumably
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electronic communications services of all types
shall be under 

obligation, at the request of federal security service bodies, to include in the 
apparatus additional hardware and software and create other conditions required 
to implement operational/technical measures by bodies of the federal security 
service

including exchange of information among 
computers,
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, Civil Code of the Russian 
Federation as Amended through  February 7, 2017

, Civil Code of the Russian 
Federation, First Part, as of May 23, 2016 

, Civil Code of the Russian 
Federation, First Part, as of January 31, 2016 

Law and 
Legal System of the Russian Federation

Computer and Internet Law

 Trademark and Unfair Competition, Cases and Comments

Law and Legal System of 
the Russian Federation

Kazakhstan Law on Joint-Stock Company 

, Civil Code of the Russian 
Federation, First Part

, Civil Code of the Russian 
Federation, Second Part

, Civil Code of the Russian 
Federation, Third Part

,  Civil Code of the Russian 
Federation, Fourth Part
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Internet and Computer Law: Cases – Comments 
– Questions

Teacher's Manual to Internet and Computer 
Law: Cases – Comments – Questions, 3rd ed.

Civil Code of the Russian 
Federation, Fourth Part 

Internet and Computer Law: Cases--Comments--
Questions

 Civil Code of the Russian 
Federation: Parallel Russian and English Texts 

 Teacher’s Manual for Use With Trademark and Unfair 
Competition, Cases and Comments

2002 Supplement to Internet and Computer Law: 
Cases--Comments--Questions

The Civil Code of the Russian Federation, Third Part 

 Trademark and Unfair Competition, Cases and Comments

Teacher’s Manual to Accompany Internet and Computer 
Law: Cases--Comments--Questions 

Internet and Computer Law: Cases--Comments--Questions

Intelektual'naia sobstvennost'
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Copyright / Statutory Interpretation

Civil Code of the Republic of Armenia

The Civil Code of the Russian Federation

Soviet Statutes and 
Decisions

 The Civil Code of the Russian Federation

 1996 Supplement to Computer Law, Cases-Comments-
Questions

The Mandelstam File, the Der Nister File: An Introduction to Stalin-Era Prison and Labor 
Camp Records

 Teacher's Manual for Use With Computer Law, Cases, 
Comments, and Questions

Teacher's Manual for Use With Unfair Trade 
Practices and Consumer Protection, Cases and Comments, 5th ed.

 Unfair Trade Practices and Consumer Protection, 
Cases and Comments

Computer Law, Cases, Comments, and Questions

Stuchka: Selected Writings on 
Soviet Law and Marxism

 Law After Revolution (New York: 
Oceana Publications

The Soviet Economic System: A Legal Analysis

Computer Applications in the Law
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Ruling Communist Parties and Their Status Under Law

 1986 Supplement to 
Unfair Trade Practices and Consumer Protection

 The Soviet Legal System: The Law in the 1980's 
(New York: Oceana Publications

Teacher's Manual for 
Use With Unfair Trade Practices and Consumer Protection, Cases and Comments, 4th ed.

Soviet Law in Theory and Practice

 Unfair Trade 
Practices and Consumer Protection, Cases and Comments

Law and Economic Development in the 
Soviet Union

 Soviet and East European Law and the 
Scientific-Technical Revolution

1981 Supplement to Oppenheim and 
Weston's Unfair Trade Practices and Consumer Protection 

Pashukanis: Selected Writings on Marxism and Law

Soviet Law After 
Stalin, III: Soviet Institutions and the Administration of Law

 Soviet Law After Stalin, II: Social 
Engineering through Law in the USSR

 Soviet Law After Stalin, I: The Citizen 
and the State in Contemporary Soviet Law
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The Soviet Legal System

The Soviet Legal System

Disarmament Verification Under Soviet Law
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Ius Comparatum 

Liber Amicorum

AR0803

Case 1:17-cv-02697-CKK   Document 12-7   Filed 02/05/18   Page 27 of 82



Vestnik mezhdunarodnogo 
kommercheskogo arbitrazha

Private and Civil Law in the Russian Federation. Law in Eastern 
Europe: Essays in Honor of FJ.M. Feldbrugge,

Voprosy pravovedeniia

Graduate Law Review of CUPL

Encyclopedia of Russian History.

Encyclopedia of Russian History

"Supreme Court," Encyclopedia of Russian History

" International Journal of Legal Information

American
Journal of Comparative Law, Supplement Regulating
Internet Abuses: Invasion of Privacy 

Sudebnik,
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Public Policy and Law in Russia: In 
Search of a Unified Legal and Political Space, Essays in Honor of Donald D. Barry, Law in 
Eastern Europe

Balancing of Interests Liber Amicorum Professor Peter Hay zum 70. Geburtstag

Supplement to the Modern Encyclopedia of Russian, Soviet 
& Eurasian History

Supplement to the Modern 
Encyclopedia of Russia, Soviet & Eurasian History

The EU and Moldova: On a Fault-line of Europe

The Journal of 
East European Law 

University of Illinois Law Review 

University of 
Illinois Journal of Law, Technology and Policy

Encyclopaedia Britannica

American Journal of Comparative Law

The Process of Codification in Russia:
McGill Law Review

American Journal of Comparative Law
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 Rule of Law Consortium 
Newsletter

 Ajuris

 Indiana International and Comparative Law 
Review

 Parker School Journal of 
East European Law

Russian Petroleum Investor

Mealey's International Arbitration Report  Mealy's International 
Arbitration Review

 Rule of 
Law Consortium Newsletter

Nova Law Review

 The Revival of 
Private Law in Central and Eastern Europe

 Parker 
School Journal of East European Law

International Practitioner's Notebook

International
Journal of Legal Information

 Privatization in Eastern Europe: Legal, 
Economic, and Social Aspects 

Law in Russia
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Parker School Journal of East European Law

American Journal of Comparative Law, 
Supplement 1994

Emory Law Journal  The 
Integrative Jurisprudence of Harold J. Berman

International Arbitration Report

Rapports Généraux 
XIIIe Congrè international Montreal 1990 XIIIth International Congress General Reports

 North Carolina Journal of International Law and 
Commercial Regulation

Research-Technology
Management

 Mealey's Litigation Reports: Intellectual 
Property

 Toward 
the "Rule of Law" in Russia; Political and Legal Reform in the Transition Period

In Search of the Law Governed State: Political and Societal Reform Under 
Gorbachev

 Executive Power and Soviet Politics; The 
Rise and Decline of the Soviet State

The Emancipation of Soviet Law Law in 
Eastern Europe

International
Arbitration Report
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Delovoi mir

Soviet Economy

University of Illinois 
Law Review

North Carolina Journal of International Law 
and Com. Reg

Investing in Reform: Doing 
Business in a Changing Soviet Union

 Judicial Activism in Comparative 
Perspective

Harriman Institute Forum

Soviet & East 
European Law

 Soviet & East European 
Law

Soviet & East European Law

Proceedings of the XIIth International 
Congress of Comparative Law

 Journal of Consumer Policy

Australian Product Liability Reporter

The Soviet Sobranie of Laws

University of Illinois Law Review

University of Illinois Law Review
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 Revolution in Law, 
Contributions to the Development of Soviet Legal Theory

The Impact of Perestroika on Soviet Law

Soviet & East European Law

 Moscow Conference on 
Law and Bilateral Relations

 Moscow 
Conference on Law and Bilateral Relations 

in Financial Markets, 
Joint Ventures, and Business Opportunities in the Soviet Union

 Cornell International 
Law Journal

Cornell International Law Journal

Journal of Consumer Policy

Columbia Journal of Transnational Law
Legal Reform in the USSR

Legal Times

 Proceedings of the XIIth International 
Congress of Comparative Law

 Soviet Administrative Law: 
Theory and Property Law in Eastern Europe

Arbitration International

AR0809

Case 1:17-cv-02697-CKK   Document 12-7   Filed 02/05/18   Page 33 of 82



Columbia Journal of 
International Business

Advertising Law Anthology

Model Jury Instructions for Business Tort Litigation

 Law After 
Revolution

The Soviet Union Today: an Interpretative Guide

The
Distinctiveness of Soviet Law

Soviet Law and Economy

Communist Parties and the Law

Columbia Journal of Transnational Law

Encyclopedia of Soviet Law

Encyclopedia of Soviet Law

Encyclopedia of Soviet Law

Encyclopedia of Soviet Law

 Law and Economic Development in the 
Soviet Union

Law and Economic Development in the Soviet Union
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American Journal of Comparative Law

Human Rights
 Southern Illinois 

University Law Journal

St. Louis University Public Law Forum

 Soviet and East European Law 
and the Scientific Technical Revolution

Academic American Encyclopedia

Supreme Court Review

Soviet Law After Stalin, III: Soviet Institutions and the Administration of Law

University of Illinois Law Forum

American Journal of Comparative Law

Soviet Law After Stalin, II: Social Engineering Through Law

The Unity of Strict Law: A Comparative Study

 Soviet Law After Stalin, I: The Citizen and 
the State in Contemporary Soviet Law

Georgia Law Review

LeCourt
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Trial

 Texas 
International Law Journal  Law and Population Mongraph 
Series

Soviet Union

Denver Journal of International Law and Policy

Review of 
Socialist Law

Journal of Legal Education

 Dissent in the USSR: 
Politics, Ideology, and People

Codification in the Communist World

Law in the United States in Social and Technical 
Revolution; Reports from the United States of America on Topics of Major Concern as 
Established for the IX Congress of the International Academy of Comparative Law

Contemporary Soviet Law: Essays in Honor of John N. Hazard

Jurimetrics Journal

American Journal of International Law

 University of Illinois 
Law Forum

University of Illinois Law Forum
Uniform Commercial Code Series

Encyclopedia of Soviet Law
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Encyclopedia of Soviet Law

Encyclopedia of Soviet Law

Osteuropa-Recht

 Lectures and Reading Materials 
Computer from the Seminar on Law and Population

 Land 
Parcel Identifiers for Information Systems

American University Law Review
Computers and the Law—A Reference Work

ACM Urban Symposium 1972

1972
Spring Joint Computer Conference

Jurimetrics Journal

"The Law of Farm-Farmer Relations," The

 Journal of 
Law and Economic Development

American Journal of Comparative Law

Tulane Law Review
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Journal of the Patent Office Society

American Journal of Comparative Law

Annuaire de L'U.R.S.S.

Osteruropa Recht

 Law and Contemporary 
Problems The Soviet Impact on International Law

Northwestern University Law Review

Duke Law Journal

World Rule of Law Center Booklet Series

Common Ground Radio Series on World Affairs

Predely osushchestvleniia iskliuchitelnogo prava na 
rezul’taty intellektual’noi deiatel’nosti
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The Enforcement of Arbitral Awards in Russia: Eleven 
Years of Commercial Court Practice Applying the New York Convention Review of Central and 
East European Law

The Legal Dimension in Cold War Interactions: Some Notes from the Field
Journal of Cold War Studies

Legal Commentary: Russian Competition Law
Review of Central 

and East European Law

“The Judiciary in Central and Eastern Europe: Mechanical Jurisprudence in 
Transformation.” Law in Eastern Europe Slavic Review

International Law: A Russian Introduction
American

Journal of International Law

Returned from 
Russia: Nazi Archival Plunder in Western Europe and Recent Restitution. 

Dilemmas of Justice in Eastern Europe's Democratic Transitions

Ruling Russia: Law, Crime, and Justice in a Changing Society

The Law of Treaties in Russia and the Commonwealth of Independent 
States: Text and Commentary.  

 Russian Law in Transation: Law and Institutional Change, 

Die russisch--nationale Rechte von 1968 bis zum Ende der 
Sowjetunion: eine Diskursanalyse, 

Law and Custom in the Steppe: The Kazakhs of the Middle Horde 
and Russian Colonialism in the Ninteenth Century
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 Russian Commercial Law

Reforming the Russian Legal System

Russian Law, the End of the Soviet System and the Role of Law
American Journal of Comparative Law

International Standard Contracts: The Price of Fairness
International Journal of Legal Information

Computer Program Protection in the USSR: A New Era for Socialist 
Copyright Review of Central and East European Law

Suverenitetut v suvremennoto mezhdunarodno pravo I 
sutrudnichestvoto mezhdu durzhavite American Journal of International Law

 Participation of States in International Contracts and Arbitral 
Settlement of Disputes International Journal of Legal Information

Quantitative Analyses of Law: A Comparative Empirical Study: Sources of Law in Eastern and 
Western Europe International Journal of Legal Information

Soviet Secrecy and Non-Secrecy The Russian Review

Pravno regulisanje medunarodne trgovine kafom  American 
Journal of International Law

Arbitration in the Soviet Union  International Journal of Legal 
Information

, The Political and Legal Framework of Trade Relations Between 
the European Community and Eastern Europe International Journal of Legal Information

Medunarodno pravo mora i izvori medunarodnog prava  American Journal of 
International Law

Knowledge-
Based Systems in Law: In Search of Methodologies and Tools International Journal of 
Legal Information
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Advanced Topics of Law and Information Technology
International Journal of Legal Information

The External Relations of the Council for Mutual Economic Assistance
The Soviet Union and International Cooperation in Legal Matters 

(Part 1): Recognition of Arbitral Agreements and Execution of Foreign Commercial Arbitral 
Awards American Journal of International Law 

Soviet Civil Law Soviet Civil Law Russian
Review

 The Law and Economics of Transborder 
Telecommunications International Journal of Legal Information

Essays on Contract International Journal of Legal Information

Telebanking, Teleshopping and the Law  International 
Journal of Legal Information

) International Copyright Law and 
Practice. International Journal of Legal Information

International Computer Law; A Practical Guide 
to the International Distribution and Protection of Software and Integrated Circuits
International Journal of Legal Information

Computer Contracts: Negotiating and Drafting Guide
International Journal of Legal Information

Soviet International Law and the World Economic Order
Canadian-American Slavic Studies

 Contract Law in USSR and the United 
States: History and General Concept Connecticut Journal of International Law

Die Kombinate in der DDR: Eine wirtschaftsrechtliche 
Untersuchung Review of Socialist Law

Reflections of a Pioneering Sovietologist International Journal of 
Legal Information

Impressions of Law in East Germany; Legal Education and Legal 
Systems in the German Democratic Republic University of Illinois Law Review 
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Copyright Problems of Satellite and Cable Television in Europe
International Journal of Legal Information

 Prevention and Prosecution of Computer and High 
Technology Crime  International Journal of Legal Information

Mezhdunarodnoe ekonomicheskoe pravo American Journal of 
International Law

Exemption Clauses and Implied Obligations in Contracts. 
International

Computer Software: Legal Protection in the United Kingdom
International Journal of Legal Information

, Drafting and 
Enforcing Contracts in Civil and Common Law Jurisdictions International Journal of Legal 
Information

Yearbook on Socialist Legal Systems, 1986  American Journal of International Law

Ogled o ljudskim pravima I drzavnom teroru
American Journal of International Law

Russian Lawyers and the Soviet State American Historical Review

The Soviet System of Justice: Figures and Policy  The Russian 
Review

Computer Technology and The Law in Canada International Journal 
of Legal Information

University-Industry Research Partnerships

Comparative Law and Legal System: 
Historical and Socio-Legal Perspectives American Journal of International Law

Nacelo neintervencije v mednarodnih odnosih in v mednarodnem pravu
American Journal of International Law

Scientific Discoveries and Soviet Law: A Sociohistorical analysis
American Historical Review
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Basic Documents on the Soviet Legal System American Journal of 
International Law

Managing Change in the USSR: The Politico- Legal Role of the Soviet Jurist
International Journal of Legal Information

Inventor's Certificates, Rationalization Proposals and Discoveries
American Journal of Comparative Law

The Soviet Union Through its Laws Slavic
Review

THES-BID: A Computer- Based Thesaurus of 
Terminology in Computers and the Law International Journal of Legal Information

 The Sources of Law: A Comparative Empirical Study -- 
National Systems of Sources of Law International Journal of Legal Information

Die rechtlich Regelung der internationalen 
Wirtschaftsbeziehungen der DDR zu Partnern im nichtsozialistischen Wirtschaftsgebiet
International Journal of Legal Information

Perspectives on Soviet Law for 
the 1980s Soviet Union/Union Sovietique

USSR: The Corrupt Society  An American in 
Leningrad Slavic Review

Medunarodno pravo ekonomskog razvoja: Pravni aspekti novog 
medunarodnog ekonomskog poretka American Journal of International Law

The Soviet Codes of Law Slavic Review

Eigentumsordmung und Technologiepolitik. Eine system-vergliechende 
Studie zum sowjetischen Patent-und Technologierecht Review of Socialist Law

Deutsches und sowjetisches Wirtschaftsrecht; Rechtliche Aspekte der internen und 
bilateralen Wirtschaftsbeziehungen: Sowjetunion und BRD Review of Socialist Law

The USSR and International Copyright Protection
Slavic Review
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Legal and Legislative Information Processing  International 
Journal of Law Libraries

Neutralnost I paksaktivnost: Medunarodnopravni aspekti  American 
Journal of International Law

Relativno djelovanje medunarodnih ugovora American Journal of 
International Law

 The Soviet Lawyer and His System: A Historical and 
Bibliographic Study The Russian Review

Copyright, Defamation, and Privacy in Soviet Civil Law
Russian Review

Die sowjetische Gesetzgebung zur rechtlichen Stellung des nichtehelichen 
Kindes unter besondere Berücksichtigung ihres Einflusses auf die Geburtenzhal  Review of 
Socialist Law

Copyright Law in the Soviet Union Russian Review

Soviet Land and Housing Law Russian Review

East-West Trade: A Sourcebook on the International Economic 
Regulations of Socialist Countries and Their Legal Aspects  American Journal of Comparative 
Law

Innovation and Invention Under Soviet Law. Technology and Culture

Sense and Systems in Automated Law Research  American Bar 
Association Journal

International Law and the Revolutionary State: A Case Study of the 
Soviet Union and International Law American Political Science Review

Juristiche Entscheidung und elektronische Datenverarbeitung American
Journal of Comparative Law

The Soviet Foreign Trade Monopoly American Journal of Comparative 
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Law

Legal Regulation of the Competitive Process, Cases, 
Materials and Notes on Unfair Business Practices, Trademarks, Copyright and Patents
Nebraska Law Review

Law and Economic Reform in Socialist Countries
American Journal of Comparative Law

Soviet International Law, Doctrines and Diplomatic Practice The
Russian Review

Communists and Their Law  The Bodies of Soviet 
Administration of Justice Harvard Law Review

Sot'sial'noe strakhovanie v Rossii v 1917- 1919 godakh American
Historical Review

The Soviet Police System & Justice and the Legal System in the U.S.S.R.
American Bar Association Journal

Soviet Political Thought American Journal of Comparative Law

American Journal of Comparative Law

Cosmic International Law Journal of Legal Education

The Theory, Law and Policy of Soviet Treaties Slavic
Review
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Security Risk Assessment 
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Supplemental Information Security Risk Assessment

1. File Access and High-Level Privileges 

AR0823

Case 1:17-cv-02697-CKK   Document 12-7   Filed 02/05/18   Page 47 of 82



UNCLASSIFIED // FOR OFFICIAL USE ONLY TLP:AMBER 

  

UNCLASSIFIED // FOR OFFICIAL USE ONLY TLP:AMBER

2. BRG Preliminary Review of Kaspersky-Lab Software 

Overview 

Objective 1:  Passive Interception and Decryption of Traffic between Kaspersky-
Branded Products and KSN 

AR0824

Case 1:17-cv-02697-CKK   Document 12-7   Filed 02/05/18   Page 48 of 82



UNCLASSIFIED // FOR OFFICIAL USE ONLY TLP:AMBER 

  

UNCLASSIFIED // FOR OFFICIAL USE ONLY TLP:AMBER

within between KSN and Kaspersky’s non-KSN IT infrastructure
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Breaking and Inspecting of HTTPS by Kaspersky Products 

Use of Proprietary Encryption Protocol for Communications with the KSN 

How to scan encrypted connections in Kaspersky Internet Security 2012

See
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all previous or subsequent data 
sent by or to a Kaspersky client

all previous or subsequent data sent 
by or to a Kaspersky client until the server rotates its AES key

Objective 2:  Turning KSN Off or Using the Kaspersky Private Security Network  
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despite declining to agree to the KSN Statement during product installation and also disabling 
KSN within the application’s user interface
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Guide to Malware Incident Prevention and Handling for Desktops and 
Laptops

Guide to Malware Incident Prevention and Handling for Desktops and 
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