
Russian Laws and Regulations: Implications for Kaspersky Labs

Russian laws and regulations are frequently obtuse with laws authorizing agencies to 
implement the law with regulations that often point to other laws.  The final significance 
is often lost unless you follow each thread to the end.

Russia Federal Law N 128-FZ On Licensing Certain Types of Activity covers general 
licensing procedures for many activities.  Article 17 lists the activities requiring a license.  
They include:

5) dissemination activities of encryption (cryptographic) facilities;

6) activity on the maintenance of encryption (cryptographic) facilities;

7) the provision of services in the field of data encryption;

8) the development, production of encryption (cryptographic) facilities that are 
protected using encryption (cryptographic) means of information systems, 
telecommunications systems;

In short, you need a license to develop encryption for information systems and 
telecommunications systems, disseminate encryption material, work on encryption, and 
provide encryption services.

Russian Government Resolution N 587 On Licensing of Certain Activities Associated 
With Encryption (Cryptographic) Means establishes the specific modalities governing 
encryption licenses.  The resolution defines the covered technologies.  The definition is 
broad and covers hardware, software, algorithms, production techniques and so on.  The 
resolution states that the Federal Security Service of the Russian Federation (FSB) is the 
licensing authority.  The FSB licenses are issued by the FSB Center for Licensing, 
Certification, and Protection of State Secrets (FSB TSLSZ).  The resolution also states 
that licensees must also comply with Article 11.2 and Article 13 of the Federal Law on 
the FSB.  The resolution also states that the encryption license does not authorize work 
on state secret information.  That requires a separate license since encryption is also used 
for unclassified information such as banking data.

The FSB Laws (Russian Federal Law N 40-FZ) Article 11.2 establishes FSB authority in 
the information security field covering encryption technology.  Article 13 covers the 
FSB’s general authorities.  According to Article 13, the FSB is entitled to:

establish confidential relationship with individuals with their consent;
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conduct operational-search methods (defined in another law) to fight espionage, 
organized crime, corruption, illicit arms and drug smuggling and threats to 
Russia’s safety;

penetrate foreign intelligence services, criminal groups, and organizations 
conducting espionage and other activities damaging Russia’s security;

ensure secrecy of cryptographic material in cryptographic entities in state bodies, 
enterprises, institutions and organizations irrespective of ownership;

assist businesses, institutions and organizations irrespective of ownership in 
developing measures to protect trade secrets;

and many other activities.

Pertinent, but not mentioned in the resolution, is Article 15 that sets out modalities for 
FSB interactions with Russian and foreign institutions.  Under Article 15:

• Public authorities, as well as enterprises, institutions and organizations are 
obliged to provide assistance to the Federal Security Service in carrying out 
their assigned duties.

• Individuals and legal entities in Russia, providing postal services, 
telecommunications of all kinds, including systems, data communication, 
confidential, satellite communications, are obliged at the request of the Federal 
Security Service to include in the extra hardware equipment and software, as 
well as create other conditions necessary for the operational and technical 
measures by the Federal Security Service.

• In order to meet the challenges of RF security forces of the Federal Security 
Service could be assigned to public authorities, enterprises, institution and 
organizations irrespective of ownership, with the consent of their managers in 
the manner prescribed by the President of Russia, leaving their military service.

If the FSB asks for your help, you help.  If they ask you to modify hardware or software 
to so they can execute an operation or monitor a network, you do it.  And if they want to 
place someone if your organization to support FSB objectives, they can do so with your 
managements permission.  

Federal Law N 144-FZ On Operational-Search Activity expands on the second bullet.  
The Law authorizes the FSB and Interior Ministry to conduct technical operations on 
telecommunications and information technology systems.  Additionally, the law 
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authorizes confidential financial relationships with people assisting operational-search 
activities and extends them state protection.  The law also allows for:

Design, manufacture, sale and purchase for sale of special technical devices for 
secret information, (from) individual entrepreneurs and legal entities engaged in 
business activities licensed in accordance with Russian law.1

Create in the Russian Federation legislation order businesses, institutions, 
organizations and units required to meet the challenges provided by this Federal 
Law.

In short, the security services can contract for special technology from individuals and 
companies or, if necessary, they can start a company.  And the FSB can compel your 
cooperation.

According to Russian law, the FSB TSLSZ license is required to submit a tender for 
certain contracts.  This includes work contracts involving state secret information, 
however, work for commercial banks exchanging information with any division of the 
Central Bank of Russia (CBR) through technical means also requires the license.  Once 
licensed by the FSB, the company can also be licensed by the Federal Service for 
Technical Export Control (FSTEC) for work on Ministry of Defense (MOD) projects.  
The FSTEC issues licenses for work with confidential information allowing work on 
projects other than those under FSB purview.

JSC Kaspersky Laboratory Licenses

JSC Kaspersky Labs Russian language web site (kaspersky.ru) posts licenses from the 
(FSB) and (FSTEC) authorizing Kaspersky labs to work with state secret information and 
encryption technology.  The FSB licenses are issued by the FSB TSLSZ.  The example 
presented below is from the FSB TSLSZ authorizing JSC Kaspersky Labs to disseminate 
cryptographic material.  The license lists JSC Kaspersky Labs front office as the legal 
address and the address listed on their web site as global headquarters.  The license lists 
JSC Kaspersky Labs unique tax identification number.  The format is consistent across 
licenses with each license specifying the activity covered.
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1 7. О достоверности представленных государственным или муниципальным служащим либо 
гражданином, претендующим на должность судьи, предусмотренных федеральными законами 
сведений при наличии запроса, направленного в порядке, определяемом Президентом Российской 
Федерации.



The FSB TSLSZ contract is only the first step.  Once authorized for work, the licensed 
company must get individual products certified by the FSB Communications Security 
Center (CBS FSB)—Military Unit (Vch) 437535.  CBS FSB ensures that government 
communication systems use only approved products.  Certification is done by a network 
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of FSB approved certification labs such as Scientific Technical Center (STC) Atlas.  The 
FSB publishes the list of approved labs and their authorized area of competency.

Russian software advertisements frequently list their CBS FSB license so customers 
know they can be used in secure systems.  JSC Kaspersky Labs web site posts several 
CBS FSB license for Kaspersky products.  An example is shown below.  Again, product 
licenses are uniform.

The FSB only licenses two antivirus companies for work with state secret information; 
JSC Kaspersky Labs and Dr. Web.  An example is shown below.
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The licensing requirements effectively give JSC Kaspersky Labs and Dr. Web a 
monopoly on the Russian market since the IT market is dominated by the Russian 
Government and large industry closely aligned with the government.  Indeed, in 2009, the 
Russian Federal Antimonopoly Service (FAS) initiated proceedings against Kaspersky for 
possible violations of Russian antitrust laws.  We can find no information showing FAS 
took any action.
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Russian government tenders posted at zakpuki.gov.ru frequently specify JSC Kaspersky 
Labs products as required based on their FSB/FSTEC licenses.  The licenses are almost 
certainly critical to Kaspersky’s future.  According to Interfax, Kaspersky sales totaled 
$538 million in 2010 (last year for full data).  However, the revenue breakdown was 
stated in such a way that it is impossible to identify specific sources.
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